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•  Diploma	
  in	
  CS	
  from	
  Kiel	
  (2002-­‐2008)	
  
•  1,5	
  years	
  at	
  NICTA,	
  Sydney	
  (2006-­‐2008)	
  
–  Sta@c	
  analysis	
  of	
  C/C++	
  

•  Since	
  10/2008	
  at	
  RWTH	
  Aachen	
  
–  Project	
  leader	
  for	
  [mc]square	
  since	
  01/2010,	
  now	
  ARCADE	
  
–  Aalborg	
  from	
  04/2011	
  @ll	
  06/2011	
  

•  Near	
  future:	
  
–  Submit	
  disserta@on	
  in	
  April	
  
– Work	
  as	
  “Verifika@onsspezialist”	
  with	
  Verified	
  Systems,	
  
Bremen	
  



My	
  Research	
  Interests	
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•  Automa@c	
  abstrac@on	
  of	
  binaries	
  &	
  decision	
  
procedures	
  
– with	
  Andy	
  King	
  (Kent)	
  

•  Non-­‐instrumen@ng	
  run@me	
  verifica@on	
  
– with	
  Thomas	
  Reinbacher	
  (TU	
  Vienna)	
  

•  Model	
  checking	
  of	
  PLCs	
  
– with	
  Sebas@an	
  Biallas	
  (RWTH)	
  



Mo@va@ng	
  Example	
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INC R0!
MOV R1 R0!
LSL R1!
SBC R1 R1!
EOR R0 R1!
SUB R0 R1!

•  Goal:	
  Affine	
  transfer	
  
func@ons	
  that	
  relate	
  interval	
  
boundaries	
  

•  Wraps	
  are	
  ubiquitous	
  on	
  8-­‐
bit	
  architecture	
  

•  Guard	
  wrapping	
  inputs	
  using	
  
octagons	
  [Min06]	
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INC R0!
MOV R1 R0!
LSL R1!
SBC R1 R1!
EOR R0 R1!
SUB R0 R1!

(r0 = 127)(−128 ≤ r0 ≤ −2)(−1 ≤ r0 ≤ 126)

•  Block	
  can	
  over/underflow	
  in	
  
three	
  different	
  ways	
  

Guards	
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INC R0!
MOV R1 R0!
LSL R1!
SBC R1 R1!
EOR R0 R1!
SUB R0 R1!

•  Block	
  can	
  over/underflow	
  in	
  
three	
  different	
  ways	
  

(r0 = 127) ⇒ (r0′ = −128)(−128 ≤ r0 ≤ −2) ⇒ (r0′ = −r0 − 1)(−1 ≤ r0 ≤ 126) ⇒ (r0′ = r0 + 1)
Guards	
   Updates	
  



Bit-­‐Blas@ng	
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•  Translate	
  block	
  into	
  bit-­‐vector	
  logic,	
  giving	
  a	
  
formula	
  	
  	
  	
  	
  	
  	
  	
  [CKSY04]	
  

•  Enforce	
  combina@on	
  of	
  wrapping	
  behavior,	
  
e.g.	
  INC R0 and	
  SUB R0 R1 behave	
  
normally,	
  but	
  LSL R2 overflows,	
  denoted	
  

•  Then	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  describes	
  desired	
  seman@cs	
  
•  S@ll	
  need	
  to	
  abstract	
  

ϕb

ϕw

ϕ = ϕb ∧ϕw

ϕ



Abstrac@ng	
  	
  	
  	
  	
  	
  With	
  Linear	
  Templates	
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•  The	
  block	
  has	
  input	
  R0	
  and	
  output	
  R0’!
•  Consider	
  symbolic	
  interval	
  	
  
•  We	
  know	
  that	
  
•  Key	
  idea:	
  dichotomic	
  search	
  	
  
•  	
  	
  	
  	
  	
  	
  	
  	
  is	
  uniquely	
  determined,	
  thus	
  

ϕ

r0 ∈ [r0l, r0u]
−128 ≤ r0u ≤ 127

(−128 ≤ r0u ≤ −1) ∨ (0 ≤ r0u ≤ 127)
r0u
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Abstrac@ng	
  	
  	
  	
  	
  	
  Using	
  Binary	
  Search	
  ϕ
−128 1270
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Abstrac@ng	
  	
  	
  	
  	
  	
  Using	
  Binary	
  Search	
  ϕ
−128 1270

ϕ ∧ (¬r0[7]) ?
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Abstrac@ng	
  	
  	
  	
  	
  	
  Using	
  Binary	
  Search	
  ϕ
−128 1270

−64

ϕ ∧ (¬r0[7]) ? no!

ϕ ∧ (¬r0[7]) ∧ (r0[6]) ?
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Abstrac@ng	
  	
  	
  	
  	
  	
  Using	
  Binary	
  Search	
  ϕ
−128 1270

ϕ ∧ (¬r0[7]) ? no!

−64

ϕ ∧ (¬r0[7]) ∧ (r0[6]) ? yes!

−32

ϕ ∧ (¬r0[7]) ∧ (r0[6]) ∧ (r0[5]) ?
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Abstrac@ng	
  	
  	
  	
  	
  	
  Using	
  Binary	
  Search	
  ϕ
−128 1270

ϕ ∧ (¬r0[7]) ? no!

−64

ϕ ∧ (¬r0[7]) ∧ (r0[6]) ? yes!

−32

r0u = −2
ϕ ∧ (¬r0[7]) ∧ (r0[6]) ∧ (r0[5]) ? yes!



Summary:	
  Range	
  Abstrac@on	
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•  Characterize	
  feasible	
  inputs	
  of	
  some	
  mode	
  
combina@on	
  

•  Simple	
  form	
  of	
  dichotomic	
  (or	
  binary)	
  search	
  
•  Efficient	
  because	
  of	
  incremental	
  SAT	
  
•  Can	
  also	
  be	
  applied	
  to	
  octagons,	
  etc.	
  
•  Alterna@ve	
  formula@on	
  using	
  quan@fica@on	
  is	
  
more	
  complicated	
  [Mon09,BK10]	
  
– Depends	
  on	
  alterna@ng	
  quan@fiers,	
  which	
  is	
  doable	
  
but	
  difficult	
  [BKK11]	
  



Mo@va@ng	
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  Revisited	
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INC R0!
MOV R1 R0!
LSL R1!
SBC R1 R1!
EOR R0 R1!
SUB R0 R1!

•  Block	
  can	
  over/underflow	
  in	
  
three	
  different	
  ways	
  

(r0 = 127) ⇒ (r0′ = −128)(−128 ≤ r0 ≤ −2) ⇒ (r0′ = −r0 − 1)(−1 ≤ r0 ≤ 126) ⇒ (r0′ = r0 + 1)

Done!	
  
Next!	
  



Abstrac@ng	
  	
  	
  	
  	
  With	
  Affine	
  Equali@es	
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•  Formula	
  	
  	
  	
  describes	
  rela@on	
  between	
  	
  	
  	
  	
  	
  	
  on	
  
input	
  and	
  	
  	
  	
  	
  	
  	
  	
  on	
  output	
  

•  Ques@on:	
  How	
  to	
  extract	
  affine	
  equality	
  that	
  
relates	
  	
  	
  	
  	
  	
  	
  	
  and	
  	
  	
  	
  	
  	
  	
  ?	
  

•  Answer:	
  Incremental	
  affine	
  hull	
  [MS04]	
  
– Similar	
  in	
  in	
  spirit	
  to	
  [RSY04]	
  

ϕ

ϕ r0

r0′

r0 r0′
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  Affine	
  Hull	
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•  Pass	
  	
  	
  	
  	
  to	
  a	
  SAT/SMT	
  solver	
  
•  Obtain	
  model	
  
•  Represent	
  as	
  affine	
  matrix	
  

ϕ

m1 = (r0 = −4 ∧ r0′ = 3)

� 1 0 −4
0 1 3

�



Example:	
  Affine	
  Hull	
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•  Current	
  abstrac@on:	
  
	
  
•  Pass	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  to	
  a	
  SAT/SMT	
  solver	
  
•  Obtain	
  model	
  
•  Represent	
  as	
  affine	
  matrix	
  and	
  join	
  

� 1 0 −4
0 1 3

�
ϕ ∧ (r0′ ≠ 3)

m2 = (r0 = −5 ∧ r0′ = 4)

� 1 0 −4
0 1 3

� � � 1 0 −5
0 1 4

� = � 1 1 −1 �



Example:	
  Affine	
  Hull	
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•  Current	
  abstrac@on:	
  
	
  
•  Pass	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  to	
  a	
  SAT/SMT	
  solver	
  
•  Formula	
  is	
  unsa@sfiable	
  
•  Affine	
  equality	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  thus	
  over-­‐
approximates	
  

� 1 1 −1 �
ϕ ∧ (r0 + r0′ ≠ −1)

r0′ = −r0 − 1
ϕ



Back	
  to	
  the	
  Example	
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INC R0!
MOV R1 R0!
LSL R1!
SBC R1 R1!
EOR R0 R1!
SUB R0 R1!

•  Block	
  can	
  over/underflow	
  in	
  
three	
  different	
  ways	
  

(r0 = 127) ⇒ (r0′ = −128)(−128 ≤ r0 ≤ −2) ⇒ (r0′ = −r0 − 1)(−1 ≤ r0 ≤ 126) ⇒ (r0′ = r0 + 1)
R0’	
  :=	
  abs(R0	
  +	
  1)	
  



Some	
  More	
  Proper@es	
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•  Fairly	
  quick:	
  ~0.02s	
  using	
  Z3	
  
•  Can	
  apply	
  this	
  technique	
  to	
  relate	
  intervals	
  
and	
  octagons,	
  too	
  [BK10,BK11]	
  

•  Or	
  even	
  compute	
  polynomial	
  rela@ons	
  [MS04]	
  

(r0′l = −128) ∧ (r0′u = −128)(r0′l = −r0u − 1) ∧ (r0′u = −r0l − 1)(r0′l = r0l + 1) ∧ (r0′u = r0u + 1)



Experimental	
  Results	
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Binary Program
−→F interpreter

−→F +
←−B interpreter

Name Compiler locC instrB JT RT FT Time RS k RT FT Time

Single row input
Keil

80
67

6
2401 2395 2.6 2 2 6 – 3.32

Sdcc 52 460 454 2.4 2 2 6 – 2.0

Keypad
Keil

113
113

9
3844 3835 3.49 4 2 9 – 4.33

Sdcc 80 1508 1499 3.08 4 2 9 – 2.57

Communication Link
Keil

111
164

8
6889 6881 4.56 2 2 8 – 4.37

Sdcc 118 84 76 3.38 2 2 8 – 4.29

Task Scheduler
Keil

81
105

5 >1000 >995 >5m
17 2 5 – 14.03

Sdcc 97 23 2 5 – 10.23

Switch Case
Keil

82
166

19
>5000 >4981 >5m 94 2 19 – 17.49

Sdcc 180 3304 3285 2.31 6 2 38 19 2.6

Emergency Stop
Keil

138
150

9
768 759 2.8 2 2 9 – 2.6

Sdcc 141 256 247 2.9 2 2 9 – 3.1

locC . . . Lines of C code
instrB . . . Number of assembly instructions
JT . . . Number of jump targets
RT . . . Number of recovered targets

FT . . . Number of recovered false targets
RS . . . Number of refinement steps applied
k . . . Backtracking depth
Time . . . Analysis time in seconds

Table 1: Experimental results for pure forward analysis as well as combined forward and backward analysis

decompilation) using a form of slicing and expression prop-
agation. More recently, Holsti [18] proposed to use partial
evaluation of switch tables to recover indirect jump targets.
This approach, however, relies on knowledge about the com-
piler used so that one can identify jump tables in program
memory. By way of comparison, our approach computes
such information. Kinder et al. [22] have presented a formal
framework that incrementally builds a control flow graph
from binary code using interleaving disassembly and abstract
interpretation. They show that their algorithm yields the
most precise CFG that can be recovered using the abstract
domain employed. Since they only use local propagation of
memory values, their algorithm, which was also implemented
in the tool JakStab [21], cannot properly resolve indirect
function calls. Later, the work of Kinder et al. was extended
by Flexeder et al. [16] to the interprocedural setting. Control
flow reconstruction is also performed by IdaPro [17], a tool
that uses linear sweep disassembly. This tool is based on
several techniques such as brute-force decoding of all ad-
dresses, pattern matching, and so on. However, the control
flow graph provided by IdaPro is unsafe as shown in [4, 21].
Just recently, Bardin et al. [5] have tackled the problem using
bounded value sets (k-set propagation). They have observed
that typically only few constraints need to be tracked to re-
solve jump targets precisely. Based on this observation, they
have thus developed an algorithm that takes care of what
they call precision requirements. In this approach, refinement
is used to control the k-bounds, based on backward propaga-
tion of precision requirements. A similar degree of locality in
the analysis can also be seen in our framework, with the key
difference that we adjust the backward propagation depth.

Note, though, that our algorithm is not bound to resolving
indirect jump targets. As a side-effect, it also resolves the
targets of indirect memory operations. Inferring the targets
of indirect stores is especially important for microcontroller
code since platforms such as the AVR series map registers,
such as the status register, into the same address space as
SRAM. Any indirect store operation may thus overwrite the

contents of, say, the global interrupt flag [11]. On platforms
such as the AVR, precision is even more important since the
status register is located in the memory location adjacent
to the address where the compiler places global variables,
which are frequently addressed indirectly. A key difference
of our method compared to that of others like Balakrish-
nan et al. [1, 2] is that we infer concrete integer addresses,
rather than symbolic ones. This difference naturally man-
ifests itself in the design of the analyses and the domains
used (cf. the value-set abstract domain in [2]). The idea of
using alternating of forward and backward analysis is not
new. For instance, Balakrishnan et al. [3] use this technique
to eliminate infeasible paths (called syntactic language refine-
ment). Though applied to a different field, the correctness
argument discussed in [3] also applies to our work. Mixed
forward and backward analysis was also used by Rival [30] for
counterexample generation using abstract interpretation.

6. CONCLUDING DISCUSSION

This paper argues that Boolean logic and SAT solving provide
a promising means to reason about rather intricate exam-
ples of binary code. In particular, it shows that alternating
executions of forward and backward analysis are useful to
soundly recover jump targets in the value-set abstract do-
main. Expressing the concrete semantics of a program in
the computational domain of propositional Boolean formulae
allows to define its semantics relationally. This dovetails with
our approach since the same encodings can thus be used for
forward as well as for backward analysis, thereby sidestep-
ping the difficulty of designing backward transformers [30].
Moreover, the approach benefits from the progress on state-
of-the-art SAT solvers, which can easily decide satisfiability
of structured problems involving thousands of variables and
clauses. Indeed, the problems we confront the solver with
can almost be seen as trivial by nowadays standards. We
have explained and presented the techniques in the context of
jump target recovery. Though this is a compelling problem,
it is important to appreciate that our methods are merely in-
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•  We	
  advocate	
  automa@c	
  abstrac@on	
  rather	
  than	
  
manual	
  design	
  of	
  transformers	
  for	
  binary	
  analysis	
  
–  Support	
  for	
  variety	
  of	
  different	
  domains	
  for	
  free,	
  e.g.,	
  
affine	
  equali@es,	
  intervals,	
  value	
  sets,	
  octagons	
  

–  Block-­‐wise	
  abstrac@on	
  itself	
  necessitates	
  automa@on	
  
•  Key	
  idea:	
  decompose	
  blocks	
  based	
  on	
  wrapping	
  modes	
  
•  SAT/SMT	
  solvers	
  can	
  easily	
  solve	
  hundreds	
  to	
  
thousands	
  of	
  instances	
  per	
  second	
  now	
  

•  Future	
  work:	
  loop	
  transformers	
  +	
  demand-­‐driven	
  
abstrac@on	
  



Thank	
  you	
  very	
  much!	
  


