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e Goal: Affine transfer
functions that relate interval
boundaries

* Wraps are ubiquitous on 8-
bit architecture

* Guard wrapping inputs using
octagons [MIin06]
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* Block can over/underflow in
three different ways

(r0 = 127)
(-128 <r0 < -2)
(-1<r0<126)

Guards
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Motivating Example

RO

R1
R1
R1

* Block can over/underflow in
three different ways

(r0 = 127) = (r0’ =-128)
(-128<r0<-2) = (r0'=-r0-1)
(-1<r0<126) = (r0'=r0+1)

Guards Updates
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Bit-Blasting

* Translate block into bit-vector logic, giving a
formula ¢, [CKSYO4]

* Enforce combination of wrapping behavior,
e.g. INC RO and SUB RO R1 behave
normally, but LSL R2 overflows, denoted ¥w

° Then¥ = ¥uv N pw describes desired semantics
e Still need to abstract ¢
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Abstracting ¢ With Linear Templates

* The block has input RO and output RO’
* Consider symbolic interval r0 € [r0;,r0, ]
* We know that -128 <r0, <127

e Key idea: dichotomic search

* r0, is uniquely determined, thus
(-128<r0, <-1)v (0<r0, <127)
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Abstracting ¢ Using Binary Search

~128 0 127
< >
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Abstracting ¢ Using Binary Search

~128 0 127
< —>

p A (-r0[7]) ?
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Abstracting ¢ Using Binary Search

~128 0 127
< >
—~64
< < >

@ A (-r0[7]) ? no!
o A (=r0[7]) A (r0[6]) 7
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Abstracting ¢ Using Binary Search

~128 0 127
< >
—~64
< >
~32
= G

@ A (-r0[7]) ? no!
o A (~r0[7]) A (rO[6]) 7 yes!
o A (—-r0[7]) A (r0[6]) A (rO[5]) 7
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Abstracting ¢ Using Binary Search

~128 0 127
< >
—~64
< >
~32
= G

@ A (-r0[7]) ? no!
o A (~r0[7]) A (rO[6]) 7 yes!
@ A (—-r0[7]) A (r0[6]) A (rO[5]) 7 yes!

|u:> rQ, = —2
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Summary: Range Abstraction

* Characterize feasible inputs of some mode
combination

* Simple form of dichotomic (or binary) search
» Efficient because of incremental SAT
* Can also be applied to octagons, etc.

* Alternative formulation using quantification is
more complicated [Mon09,BK10]

— Depends on alternating quantifiers, which is doable
but difficult [BKK11]
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Motivating Example Revisited

INC RO * Block can over/underflow in
MOV R1 RO three different ways

LSL R1

SBC R1 R1 (I'O — 127) = (r(), = —128)

EOR RO Rl (-128<r0<-2) = (r0'=-r0-1)
SUB RO R1 (-1<r0<126) = (r0'=r0+1)

Next!
Done!
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Abstracting ¢ With Affine Equalities

* Formula ¥ describes relation between r0 on
input and r0’ on output

* Question: How to extract affine equality that
relates r0 and r0’?

* Answer: Incremental affine hull [IMIS04]
— Similar in in spirit to [RSY04]
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Example: Affine Hull

* Pass ¢ to a SAT/SMT solver
* Obtain model m; = (r0=-4Ar0" =3)
* Represent as affine matrix

I 0] -4
0 13
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Example: Affine Hull

e Current abstraction: R
O 113

e Pass ¢ A (r0" #3) to a SAT/SMT solver
* Obtain model ms = (r0=-5Ar0" =4)
* Represent as affine matrix and join

[(1) $|§4]u[(1) $|;5] - [1 1]-1]
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Example: Affine Hull

° Currentabstraction: [ 1 1] -1 ]

e Pass oA (r0+1r0" = -1) to a SAT/SMT solver
* Formula is unsatisfiable

 Affine equality r0’ = -r0 -1 thus over-
approximates ¢
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MOV
LSL
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EOR
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R1
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RO

Back to the Example

* Block can over/underflow in
RO three different ways

R1  (r0=127) = (r0' = -128)
R1 (-128<r0<-2) = (r0'=-r0-1)
rR1 (-1<r0<126) = (r0'=r0+1)

RO’ := abs(RO + 1)
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Some More Properties

* Fairly quick: ~0.02s using Z3

* Can apply this technique to relate intervals
and octagons, too [BK10,BK11]

rQ; = -128 A (r0 =-128
( [ u
(rO;=-r0,-1) A (r0,=-r0;-1)
rQ; =r0; + 1 A (r0 =r0,+1

[ u

* Or even compute polynomial relations [MS04]
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Experimental Results

. <
Binary Program ? interpreter ? + B interpreter
Name | Compiler | locc | instrp | JT RT | FT | Time | RS |k |RT |FT | Time
Sinel ) ¢ KEIL 30 67 6 2401 2395 2.6 2 2 6 — 3.32
Hngie Tow mpu SpCe 52 460 454 | 24 || 2 |2 6 | - | 20
KEIL 113 3844 3835 3.49 4 2 9 — 4.33
Keypad spce | 13| 8o | 1508 | 1499 | 308 | 4 |2]| 9 | - | 257
.. . KEIL 164 6889 6881 4.56 2 2 8 — 4.37
Communication Link | oo | L gyg | 8 84 6 | 338 | 2 [2] 8 | - | 429
KEIL 105 17 | 2 5 — 14.03
Task Scheduler SpCC 81 97 5 >1000 | >995 | >bm 93 | 2 5 B 10.93
) KEIL 166 >5000 | >4981 | >5m 94 | 2 19 — 17.49
Switch Case Spce 821 180 | 19| 3304 | 3285 | 231 || 6 | 2| 38| 19| 26
KEIL 150 768 759 2.8 2 2 9 — 2.6
Emergency Stop spoc | B a1 | P 256 247 | 29 || 2 |2 9| - | 31
locc Lines of C code FT ... Number of recovered false targets
instrp Number of assembly instructions RS . Number of refinement steps applied
JT Number of jump targets k ... Backtracking depth
RT Number of recovered targets Time ... Analysis time in seconds
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Concluding Discussion

e \We advocate automatic abstraction rather than
manual design of transformers for binary analysis

— Support for variety of different domains for free, e.g.,
affine equalities, intervals, value sets, octagons

— Block-wise abstraction itself necessitates automation
* Key idea: decompose blocks based on wrapping modes

* SAT/SMT solvers can easily solve hundreds to
thousands of instances per second now

e Future work: loop transformers + demand-driven
abstraction
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Thank you very much!



